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Delivering Educational Materials: The old way







Web: the ultimate educational distraction

About 5 percent of texts have been digitized (2006)
Virtually all recorded music has been digitized
.About 12 percent of the half million films listed on
IMDB have been digitized on DVD (2011)

Number of Web sites on the Internet: 3 billion
.Number of blogs on the Internet: 700 million

.Videos watched on YouTube every day: 2 billion (2011)
.Every minute 45 hours of video uploaded to YouTube
.Number of images uploaded to Flickr every minute:
3,000 (2011)

Number of images on Flickr, Sept. 2010: 5 billion
.Number of images uploaded to Facebook, every year:
36 billion (2011)




What makes the Web different

It is random access (you don't have to
start at the beginning)

It is on demand (you don’t have to wait for
the 7:00 p.m. news, or the morning paper)
.It comes to you (you don’t have to go to

the theater, or a library)

It IS iIndexed.

It is recorded, and you can get metrics




You can track activity on the Web. Sorta

Web content is served by computers, and can be logged
Because traffic is logged, there is the potential for tracking
individuals

Because there are next to no commercial privacy laws,
corporations invest heavily in tracking Web visitors

Because U.S. citizens are wary of their
government, they object to being tracked by

the government

The Executive Office of the President, Office of Management and
Budget, insists on privacy controls for Web tracking

With few exceptions, government Web sites are prohibited from
logging information which can be used for personal
identification

Additional restraints are in place for sites targeting children




What does a Web server log?

.Date and time

.What visitor requested

Where visitor came from (referring page)
.Browser type

«Bytes transferred to visitor

«Numeric address (sorta) of your computer
.Status code (success, various types of failure)
.Individuals -- but only if the site requires a log-in




Typical Web log

.125.sub-174-253-210.myvzw.com - -
[01/Apr/2011:01:48:37] "GET
http://www.papahanaumokuakea.gov/styles/styles__
main.css HTTP/1.1" 304 240
"http://www.papahanaumokuakea.gov/resource/wel
come.html"” "Mozilla/5.0 (iPhone; U; CPU iPhone OS

4 2 6 like Mac OS X; en-us) AppleWebKit/533.17.9
(KHTML, like Gecko) Version/5.0.2 Mobile/8E200
Safari/6533.18.5" www.papahanaumokuakea.gov

.On April 1, 2011, at 1:48 UT, someone on an iPhone used
Verizon’s network to look at the Papahanaumokuakea Web
site, specifically the CSS style sheet for the Resource
Protection page.




.125.sub-174-253-210.myvzw.com

Mozilla/5.0 (iPhone; U; CPU iPhone OS
4 2 6 like Mac OS X; en-us) AppleWebKit/533.17.9
(KHTML, like Gecko) Version/5.0.2 Mobile/8E200
Safari/6533.18.5




Example information from web log

https://webstats.nos.noaa.gov/



https://webstats.nos.noaa.gov/




Classic metrics: hits, pages, bytes




Overall View




Pages over time




Visitors




Downloads over time




What were people searching for?




What is not logged

Visitor name, age, gender, etc.

-What was the visitor looking for?

.Did the visitor find it?

.Was the visitor satisfied with what was
found?

.Did the visitor trust what was found?
.How will the visitor use what was found?
.Did the visitor have more confidence in
some other site?

.Did the visitor read what you wrote?




What was deliberately not reported




http://ocio.os.doc.gov/ITPolicyandPrograms/Policy Standa
rds/PROD01 009476

http://ocio.os.doc.gov/ITPolicyandPrograms/Policy Standa
rds/PROD01 009664

http://www.osec.doc.gov/webresources/policies/policy7a pri
vacy notices.htm



http://ocio.os.doc.gov/ITPolicyandPrograms/Policy___Standards/PROD01_009476
http://ocio.os.doc.gov/ITPolicyandPrograms/Policy___Standards/PROD01_009664
http://www.osec.doc.gov/webresources/policies/policy7a_privacy_notices.htm

Google Analytics and DOC (cont.)

Google Analytics basics:
« A small piece of code is embedded on a Web page

When a user visits, that code contacts Google
A larger piece of code (18K) is downloaded to the
visitor's browser
That larger piece of code collects information and sends
it back to Google
That larger piece of code also sets a Web cookie on the
visitor's machine
The Web bug is used to track that user's data on all
sites that use Google Analytics
Result: using Google Analytics on a NOAA site essentially
means you are helping Google track user behavior not
only on commercial sites but also on government sites




Google Analytics and NOAA

e«Google Analytics requires that accounts be tied to a valid E-mail
address

«DOC and NOAA, for security purposes, require use of official E-mail
addresses for official functions

«DOC approved Google Analytics accounts, therefore, must be tied
to official E-mail addresses

eOn Sept. 1, 2011, NOAA moved to Google Mail

eOn Sept. 1, 2011, NOAA blocked use of Google Analytics accounts
(as well as YouTube admin accounts, Google Webmaster Tools
accounts, Google Maps admin accounts, Google Feedburner
accounts, etc.) tied to noaa.gov addresses

eTherefore: you cannot use Google Analytics in noaa.gov until
this is resolved




Google Analytics and NOAA (cont.)

eBecause Google Analytics is classified as social media by DOC, you
must apply Tor its use: https://socmed.my.commerce.gov/

eEach NOAA line office has social media IT communications contacts
for social media accounts. Accounts must be approved by both
before they are sent on for NOAA for approval, then an additional
clearance is required at the Commerce level.

oAs Google Analytics tracks activity of visitors by (a) placing a Web
bug on a government page, (b) downloading code from a non-
government site, and (c) placing a cookie on a visitor's machine,
every site that contemplates using Google Analytics needs a PIA
(Privacy Impact Assessment). This requires work by an IT security
specialist, the server's system administrator, and the site content
manager

eSites that can be reasonably assumed to be aimed at children will
require additional review



https://socmed.my.commerce.gov/

Google Analytics limitations

eGoogle Analytics works by placing a Web bug on a page
eResult: Google Analytics can only track pages
Downloads cannot be tracked
Video and sound files cannot be tracked
Failed requests cannot be tracked
.zip and other archives cannot be tracked
PDFs cannot be tracked
Bandwidth cannot be tracked
In fact, most things you put on a Web site can't be tracked
eGoogle Analytics can also be disabled if:
JavaScript is disabled on the client
The user has a plug-in explicitly for blocking Google
Analytics or ad blocking plug-ins or script blocking plug-ins
The user blocks cookies
The user clears cookies




Google Analytics and NOAA (cont.)

eUse of Google Analytics will require extensive modification of the
site Privacy Policy, describing in full the use of Google Analytics as
a tracking mechanism
oeThe Executive Office of the President, Office of Management and
Budget, also requires that sites using such tracking tools offer
visitors an easy way of turning off tracking.
o The most commonly proposed method is suggesting that
visitors turn off JavaScript
o Turning off JavaScript "breaks" most modern sites, disables
all AJAX functions, and may render sites unusable
o Because Google Analytics is enabled through a Web bug
embedded in the page, sites must be very carefully
designed to work without JavaScript




Google Analytics limitations (cont.)

.Many Google reports are based on sampling
.Sampling errors are particularly large for low
volume sites

.Sometimes, Google results are simply bizarrely
Incorrect




Demonstration

eNational Ocean Service:
oSite Metrics:
o https://webstats.nos.noaa.gov/sum2012/oceanservice/men
u.html
eEducation Site Metrics:
o https://webstats.nos.noaa.gov/sum2012/education/menu.h
tml
eGoogle comparative metrics (non-NOAA site):
o http://www.wap.org/metrics/
o http://www.google.com/analytics/



https://webstats.nos.noaa.gov/sum2012/oceanservice/menu.html
https://webstats.nos.noaa.gov/sum2012/education/menu.html
http://www.wap.org/metrics/
http://www.google.com/analytics/

Summary

oIf you want accuracy and completeness, traditional log-based Web
metrics are best.

eGoogle Analytics are a good choice when you do not have access,
for whatever reason, to log-based metrics.

eGoogle Analytics are best used in addition to traditional log-based
Web metrics.

eSignificant challenges are posed in using Google Analytics for
education sites (particularly government sites) because the
techniques used by Google stand a much higher chance of invasive
tracking of children.

oIf you do use Google Analytics, make sure you follow all the rules
and properly apply for the account through DOC, do a Privacy
Impact Assessment of your site (first), and clearly spell out the use
of Google Analytics in your Privacy Policy. You may not use the
Privacy Policy on www.noaa.gov as it is inadequate.
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